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NEW QUESTION: 1
Which of the following statement correctly describes the

difference between symmetric key encryption and asymmetric key
encryption?
A. Both uses private key for encryption and the decryption
process can be done using public key
B. In symmetric key encryption the public key is used for
encryption and the symmetric key for decryption.
Where as in asymmetric key encryption the public key is used
for encryption and private key is used for decryption
C. In symmetric key encryption the same key is used for
encryption and decryption where as in asymmetric key encryption
the public key is used for encryption and private key is used
for decryption.
D. In symmetric key encryption the same key is used for
encryption and decryption where as asymmetric key uses private
key for encryption and decryption
Answer: C
Explanation:
Explanation/Reference:
There are two basic techniques for encrypting information:
symmetric encryption (also called secret key encryption) and
asymmetric encryption (also called public key encryption.)
Symmetric Encryption
Symmetric encryption is the oldest and best-known technique. A
secret key, which can be a number, a word, or just a string of
random letters, is applied to the text of a message to change
the content in a particular way. This might be as simple as
shifting each letter by a number of places in the alphabet. As
long as both sender and recipient know the secret key, they can
encrypt and decrypt all messages that use this key.
Few examples of symmetric key algorithms are DES, AES,
Blowfish, etc
Asymmetric Encryption
The problem with secret keys is exchanging them over the
Internet or a large network while preventing them from falling
into the wrong hands. Anyone who knows the secret key can
decrypt the message. One answer is the usage of asymmetric
encryption, in which there are two related keys, usually called
a key pair. The public key is made freely available to anyone
who might want to send you a message. The second key, called
the private key is kept secret, so that only you know it.
Any message (text, binary files, or documents) that are
encrypted using the public key can only be decrypted by the
matching private key. Any message that is encrypted by using
the private key can only be decrypted by using the matching
public key.
This means that you do not have to worry about passing public
keys over the Internet (the keys are supposed to be public).A
problem with asymmetric encryption, however, is that it is
slower than symmetric encryption. It requires far more
processing power to both encrypt and decrypt the content of the
message.
Few examples of asymmetric key algorithms are RSA, Elliptic key
Cryptography (ECC), El Gamal, Differ- Hellman, etc

The following were incorrect answers:
The other options don't describe correctly the difference
between symmetric key and asymmetric key encryption.
The following reference(s) were/was used to create this
question:
CISA review manual 2014 Page number 348 and 349
http://support.microsoft.com/kb/246071
http://www.engineersgarage.com/articles/what-is-cryptography-en
cryption?page=3

NEW QUESTION: 2
Which of the following is not an indoor operation?
A. Power on the Indoor equipment's
B. cable installation and wire laying
C. Antenna alignment on the tower
D. 19-Inch equipment's rack installation
Answer: A

NEW QUESTION: 3
On Cisco IOS XR software, how is LDP enabled on an interface?
A. LDP is automatically enabled globally on all interfaces,
when ip cef is enabled globally.
B. LDP is enabled on each interface, using the mpls ip
interface configuration command.
C. LDP is enabled globally on all interfaces, using the mpls
ldp global configuration command.
D. LDP is enabled globally on all interfaces, using the mpls ip
global configuration command.
E. LDP is enabled on each interface, using the interface
command under mpls ldp (MPLS LDP configuration mode).
Answer: E

NEW QUESTION: 4

A. Option
B. Option
C. Option
D. Option
Answer: C

A
D
C
B
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